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Schema

On the Add Application page, the following fields can be seen:

Display Name: Enter the display name for the application

Description: Enter a description for the application

Pick your Protocol: Select the protocol as SCIM, this will populate the fields in
the Schema accordingly.

Copy this URL: Copy the URL and paste it at the time of provisioning in the
Identity Service Provider.

Tenant: The Tenant for CyberArk Identity is known as system URL. For
example:- {{tenantID}}.my.idaptive.app

When users and administrators log into CyberArk Identity cloud service, they
log in to a specific tenant like https://ABB0980.my.idaptive.app, then your
tenant would be 'ABB0980.my.idaptive.app'.

Example:-

e tenantlD is ABB0980, for tenant ABB0980.my.idaptive.app

e tenantlD is acme, for tenant acme.my.idaptive.app

Authentication: Basic Authentication:Use a username and password for an
administrator of CyberArk Identity. This value will be entered in the Identity
Management Platform client configuration often referred to as Authentication
type basic auth.

Schema: Schema consists of the SCIM Attributes and Custom Attributes of
Users.

Click Create to Add the CyberArk Identity Application.

Authentication

Basic Authentication: Use a username and password for an administrator of

CyberArk Identity. This value will be entered in the Identity Management Platform
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client configuration often referred to as Authentication type basic auth.

Schema Discovery

SCIM Attributes

Data
Field Description Required Example Values M

Type

userName Unique identifier for the User string No Barbara Jensen ree

The full name, including all middle
. . . Ms. Barbara J Jensen,
name.formatted names, titles, and suffixes as string No ree

1]
appropriate, formatted for display

name.familyName The family name of the User string No Jensen ree
name.givenName The given name of the User string No Barbara rec
title The user's title | string | No ’ developer rec

. A Boolean value indicating the User's
active . . boolean No true/false rez
administrative status

emails[0].value Email Addresses for the User string No bjensen@example.com| re.

. . A human-readable name, primarily . .
emails[0].display . string No bjensen@example.com | re:
used for display purposes

A label indicating the attribute's

emails[0].type . string No work re
function
. . A Boolean value Indicating the
emails[0].primary . boolean No true/false re
'primary’
phoneNumbers[0].value Phone number of the User | string | No ’ 99999-99999 re

. A human-readable name, primarily .
phoneNumbers[0].display . string No 99999-99999 re
used for display purposes

A label indicating the attribute's .
phoneNumbers[0].type . string No work rei
function

. A Boolean value indicating the
phoneNumbers[0].primary L , boolean No true/false re:
primary

groups[0].value The identifier of the User's group string No 12345 re

. A human-readable name, primarily .
groups[0].display . string No Aquera Group re
used for display purposes

A label indicating the attribute's . .
groups[0].type . string No direct re
function

roles[0].value The value of a role | string | No ’ 2340 re

. A human-readable name, primarily . .
roles[0].display . string No SuperAdmin re:
used for display purposes

A label indicating the attribute's .
roles[0].type . string No work re
function

. A Boolean value indicating the
roles[0].primary o ) boolean No true/false re
primary

Numeric or alphanumeric identifier

assigned to a person, typically based

employeeNumber string No 543321 rec

on order of hire or association with an
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organization I
costCenter Identifies the name of a cost center string No Aquera Cost Center | re:
organization Identifies the name of an organization| string No Aquera Labs re
division Identifies the name of a division string No development m
department Identifies the name of a department | string | No sales rec
The id of the SCIM resource .
manager.value . string No 765438 ree
representing the User's manager
. The displayName of the User's .
manager.displayName string No John re
manager
Group
. A human-readable name for the .
group.displayName string No Aquera Group re
Group
Identifier of the member of this . .
group.value string No 12345 im
Group
A label indicating the type of . .
group.type string No user/group im
resource
Custom Attributes
. .. Data .
Field Description Required Example Values M
Type
activated_at Identifies when User Activated string No rea
. . . Identifies number of invalid login .
invalid_login_attempts integer No rea
attempts by User
o Identifies when invitation was sent | array of
invitation_sent_at . No rea
to User strings
last_login Identifies when User last logged in string No | rea
. Identifies till when User will be .
locked_until string No rea
locked
comment comment string No I rea
openid_name Openld of User string No I rea
’ locale_code | Users locale Code ’ string No I rea
’ preferred_locale_code | Users preferred locale ’ string No I rea
Identifies when User changed the .
password_changed_at string No rea
password
distinguished_name Identifies when User name string No I rea
external_id Identifies Users external id string No I rea
directory_id Identifies Users directory id string No I rea
member_of Identifies Users member of details string No rea
samaccountname Identifies User samaccountname string No rea
userprincipalname Identifies User Principal name string No I rea
manager_ad_id Identifies Users manager AD id string No I rea
state | Identifies User state ’ integer No I rea
status | Identifies Users status integer No | rea
trusted_idp_id | Identifies User trusted Idp Id string No I rea
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Notes

1. All operations are supported by CyberArk Identity.

6 v M
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